BUSINESS CONTINUITY MANAGEMENT FRAMEWORK

RISK

RESPONSE

CONTINGENCY

RISK MANAGEMENT
Policy and scope
Processes and guidelines
Criteria and definitions

INCIDENT MANAGEMENT
Policy, framework, and definitions

Common processes, eg:

- notification, activation and escalation
- communications and command structures
- common facilities and functions
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RISK IDENTIFICATION &
ASSESSMENT
Risk reviews & assessments
Risk recording / register

Risks identify incidents that
may need to be addressed

Critical activities confirmed by
functional business model
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RISK TREATMENT
Avoidance
Prevention
Transfer
Mitigation

CRISIS | EMERGENCY MGMT
Roles & responsibilities
Stakeholder communications
Strategic .v. Tactical issues
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RISK REPORTING
Progress on actions
Monitor risk exposure
Review risk register

INDIVIDUAL RESPONSE
PLANS

Specific incident actions. eg:

- building evacuation / fire

- accidents / injuries

- security threats / assaults

- environmental incident

- property / 3" party damage

BUSINESS IMPACT ANALYSIS
Continuity targets
Likelihood / Consequence
Threats to:
- reputation
- supply chain
- project / contract probity
- systems & data
- resources
- offices and other facilities
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BUSINESS CONTINUITY
PLANS
Specific contingencies, eg:
- IT disaster recovery
- office relocation
- resource shortfall (pandemic)
- contractor failure / availability

TIMELINE OF BUSINESS CONTINUITY PROCESSES

Mitigation &
Preparedness

Emergency Crisis Contingency Functional Business
Response Management " Arrangements Restoration Recovery




